
Aim:-TCP scanning using zemap  

  

  

  

INTRODUCTION:  

  

Zenmap is the official Nmap Security Scanner GUI. It is a multi-platform (Linux, 

Windows, Mac OS X, BSD, etc.) free and open source application which aims to 

make Nmap easy for beginners to use while providing advanced features for 

experienced Nmap users. Frequently used scans can be saved as profiles to make 

them easy to run repeatedly. A command creator allows interactive creation of 

Nmap command lines. Scan results can be saved and viewed later. Saved scan 

results can be compared with one another to see how they differ. The results of 

recent scans are stored in a searchable database.   

  

  

  

  

  

TCP scanning  

The simplest port scanners use the operating system's network functions and are 

generally the next option to go to when SYN is not a feasible option (described 

next). Nmap calls this mode connect scan, named after the Unix connect() system 

call. If a port is open, the operating system completes the TCP three-way 

handshake, and the port scanner immediately closes the connection to avoid 

performing aDenaiof-service attack  Otherwise an error code is returned. This scan 

mode has the advantage that the user does not require special privileges.   

  

  

  

  



  
  

  

  

  

  

  

  
  

  



  

  

  

AIM : TCP / UDP connectivity using 

Netcat.  

  

INTRODUCTION :   
  Netcat (often abbreviated to nc) is a computer networking service for 

reading from and writing to network connections using TCP or UDP. Netcat is 

designed to be a dependable back-end that can be used directly or easily driven by 

other programs and scripts. At the same time, it is a feature-rich network 

debugging and investigation tool, since it can produce almost any kind of 

correlation its user could need and has a number of built-in capabilities.  

Its list of features includes port scanning, transferring files, and port listening, and 

it can be used as a backdoor.  

  

1. Netcat in a Server-Client Architecture  
  The netcat utility can be run in the server mode on a specified port listening 

for incoming connections.  

    $ nc -l  4567  

  Also, it can be used in client mode trying to connect on the port(1234) just 

opened  

    $ nc localhost 4567  

  

  



  
  

  

2. Use Netcat to Transfer Files  
  The netcat utility can also be used to transfer files. At the client side, 

suppose we have a file named ‘test ’ containing , either check  on yur drive 

whicherver avialable in you disk.  

  

and at the server side we have an empty file ‘test’  

  

Now, we run the server as :  

  

$ nc -l 1234 > hello  

  

and run the client as :  

  

cat hellofile | nc localhost 1234  

  

Now, when we see the ‘hello’ file at the server end, we see :  



 

 


